Safety Management for G Suite

About Cincinnati Public Schools:

The history of the Cincinnati Public School
District dates back to its official start in
1829. The district now serves more than
30,000 students in 55 schools spread across
a 91-square-mile section of southwest Ohio.
Cincinnati Public Schools is the third largest
public school system in the state and ranks
among the top Ohio school districts for
students’ learning growth.

Request your Gaggle demo today.

., 800.288.7750

M sales@gaggle.net
@ gaggle.net/demo

CINCINNATI PUBLIC SCHOOLS
A Recipe for Keeping
Students Safe

CHALLENGE:

Before implementing G Suite for Education, administrators at Cincinnati
Public Schools knew that teachers and staff didn’t have the time necessary to
monitor student activity on the free suite of productivity applications.

SOLUTION:

Along with school assemblies and digital citizenship courses, the school
district added Gaggle Safety Management for G Suite to apply additional
controls, including 24/7 content analysis and review by Gaggle Safety
Representatives, which help create a safe online learning environment for
students.

RESULTS:

Cincinnati Public School District continues to make student safety and
education a priority, furthering its commitment through a strong Student
Acceptable Use Policy and Internet/Network Safety Agreement that outlines
responsibilities of students, teachers and administrators.



Safety Management for G Suite

A Recipe for Keeping Students Safe

When the Cincinnati Public School District
made the switch to G Suite for Education,
there was one important, missing ingredient
from bringing safe communication and
collaboration to teachers and students.
Cincinnati Public Schools needed additional
controls, including 24/7 filtering and
monitoring, to make G Suite a safe online

learning environment.

The district’s G Suite for Education initiative
started in grades 7-12 and has since expanded
to all staff and teachers as well as to students
in fourth through sixth grade. “We wanted a
proven collaboration and document storage
solution, but we also understood the safety
risks,” explained Sarah Trimble-Oliver, CIO at
Cincinnati Public Schools. “It was important
to us to provide safety controls that surpass
those that come with G Suite, so we turned to
Gaggle”

One big difference is the image filtering found
in the proprietary Gaggle Anti-Pornography
Scanner, which looks at embedded and
attached images and URLs to determine

whether content created, sent and stored in
G Suite for Education contains pornographic
images. But what really stands out to
Cincinnati Public Schools are the Gaggle
Safety Representatives who review content
for the district.

Sarah and Christine Shields, Network
Administrator, are two of the district's
designated emergency contacts that get
notified by email for Questionable Content, or
via email, phone or text message in cases of
more serious and imminent Possible Student
Situations. Gaggle Safety Management for G
Suite discovers suspicious words and images
in student Gmail, email attachments and
Google Drive.

“It's scary,” said Christine, regarding the naivety

and vulnerability of some students. “But it's
absolutely wonderful how quickly Gaggle's
team catches things and forwards them on to

n

us.

Along-time Gaggle customer for safe student

email, Cincinnati Public Schools’ recipe for

promoting digital citizenship and online
student safety is a perfect blend of education,
communication and control. In addition

to relying on Gaggle Safety Management,

the district integrates EasyTech digital
citizenship curriculum from Learning.com,
conducts school assemblies throughout the
year and has a very strong Student Acceptable
Use Policy and Internet/Network Safety

Agreement.

“We continue to do a lot around digital
citizenship and cyber safety education,” said
Sarah. “Without Gaggle, we probably would
think that the communication and education
that we have in place is adequate, but thanks
to Gaggle we know that we need to do more.”

While Sarah understands that funding
resources for educational technology vary
at every school district, she believes Gaggle
is the right solution for Cincinnati Public
Schools. “It would be impossible for us

to monitor queues or logs with internal
resources,’ she said. “It would be cutting
corners, and your students’ safety is not

something you take shortcuts with.”



31712017 Gaggle - Print Message

From: safetyteam@gaggle.net

To: ewendt@medinacsd.org Elaine Wendt crhughes@medinacsd.org brichards@medinacsd.org Brian Richards
tcox@medinacsd.org Tom Cox mkruzynski@medinacsd.org Mark Kruzynski

Date: Fri 17 Feb 2017 06:24:15 PM -0500

Ce:

Subject: QUESTIONABLE CONTENT: Nudity / Sexual Content

¢ Document.docx ((18 kb)) Document.docx-copy.pdf ((63 kb))

Hello,

We would like to alert you to an item with questionable content as a precaution. I am forwarding the attached file for
your review.
The file was flagged for:

The content of a file named: Document.docx matched the following: Regex [\bS\W*E\W#*X\b] match: SEX
The content of a file named: Document.docx matched the following: Full word match pissed

The content of a file named: Document.docx matched the following: Regex [\bSHW*EAW*X+\b] match: SEX
The content of a file named: Document.docx matched the following: Full word match horny

The content of a file named: Document.docx matched the following: Full word match self harm

The content of a file named: Document.docx matched the following: Full word match cum

Studermms access to this file within their Drive. Qur concern is this document references
inappropr xual conduct. Please let me know if you need additional information.

User Group: Students 8th-12th (Combo)
User Emai*
Gaggle Us i

Reference ID: 116302380

This file remains in the possession of the student and is currently visible to the owner and any user with whom the file
is shared.

Click the following link to watch the Safety Management Walkthrough video for Emergency Contacts:
https://gaggle-1.wistia.com/medias/9jxrgxahff

Rachel

Safety Representative | Gaggle
309.661.6897
safetyteam@gaggle.net

htlps:f.’apps.gaggle.net/dolmessage!print?eid=d6b6b0982d0b9d45254972088800bb14f2907b282@a1QdOe&toExpand=true&ccExpand=true "



Rules

Do as Told

No Flirting with anyone but Daddy

No having fun unless permission is given

No talking with other men, unless class mates and men daddy approve of
Daddy always has final word

[f'a guy tries to approach you tell the you have a Daddy/Hubby/Fiancé
NO SELF HARM

Always tell daddy if something is wrong

9. Don't be mean to daddy

10. If told by daddy, do it

11. Daddy can tease when ever

12. Ask Daddy if can cum

13. Give daddy what he wants when he wants (BJs, Sex, Playtime)
14. No Sneaking around

15. When good, except good Reward

16. When bad, except punishment

17. No ignoring daddy

18. No talking back

19.NO LYING TO DADDY

20.NO YELLING AT DADDY

21. Homework Before Playtime

22. Go to bed when told

23. Yes Sir, No Sir and daddy

24. NEVER say you hate daddy

25. Ask permission for playtime

26. Tell daddy good morning every morning

27. Make your bed

28. Eat Breakfast, Lunch, and dinner

29. Tell daddy good night before bed

30. Daddy shouldn’t have to remind you of the rules

31. Send cute pics when asked, or when ever you want

32.No cursing

33.If good girl daddy will eat you out

34. Tell daddy if you are in pain, are sad, or pissed off

35. Has to text daddy once a day

36. Must text daddy once she wakes up

37. Must always love daddy

38. Must take all punishments, if daddy can do it she must spank herself
39. Always tell daddy when she is horny

40. NEVER forget you are daddy's girl and he loves you
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41. Always ask if daddy approves of the outfit

42. Must say yes daddy and no daddy

43. No complaining if daddy wakes her

44. Tell daddy if you are getting uncomfortable

45. Must ask daddy if she can have junk food

46. Allowed to stay up on weekend unless daddy says otherwise
47.1f baby is sad daddy can always fix it

48. Never Forget events with daddy

49. Always remember rule 40 and 50

50. Daddy will always be here for you



Jan,
See attached.

Gaggle is a student safety/campus safety tool that scans files in Office 365 and Google for Education.
This includes emails. It scans based on keywords, and anything flagged gets sent onto an actual person
to read and then respond to appropriately. This means that if a student writes a suicide note it will get
flagged and a person will intervene. If a student writes a suicide prevention powerpoint, this will likely
also get flagged and scanned, but won’t require any intervention.

It scans for harmful activities (sex, drugs, violence), bullying, and threats against the school or people. It
will scan images and videos for explicit data as well. The email scans are real-time. The Google Drive
scans are also real time, but the One Drive scans are done periodically throughout the day.

We bought into this after stumbling upon a student’s suicide note in their Onedrive. We purchased the
tool afterwards and have been using it since November. We have had a number of minor flags (kids
swearing, etc) and 2 major flags since implementing. | have attached the major flags. One was a
student talking about drinking and messaging it to someone on twitter (email scan found this, not a
twitter scan — it doesn’t scan twitter). The other is sexually explicit. | attached it, but it might be
inappropriate for the Standards meeting (make your own judgement on that). This one was a Word Doc
in a student’s OneDrive. The email alert that Gaggle sent us is included with it.

Gaggle’s folks have different levels of how they contact the district. For instance, if a HS student was
swearing in email, they will just email the HS principals and let them know. If it was more serious, like
the 2 attached, Gaggle emails district level staff (in our case it’s our Superintendent, me, and our
Business Admin). For more pressing issues (immediate physical harm, or immediate illegal activity)
Gaggle will call the district level people on the phone as well as email them. If they cannot contact any
of the district level contacts they will call the local police and let them know.

Thanks,

Brian T. Richards



Gaggle.Net, Inc.

Gaggle Invoice

P.O. Box 1352 .
G gaggle Bloomington, IL 61702 BAN Date Invoice #
Tel: (800) 288-7750 14018-000 [11/10/2016| 33333
Fax:(309) 665-0171
Invoice To Ordered By
Medina Central School District Medina Central School District
1 Mustang Dr 1 Mustang Dr
Medina, NY 14103-1856 Medina, NY 14103-1856
U U
Attn: Brian Richards
Doc Number Contract P.O. No. Rep Group # Due Date
10646 170671 MS 12/10/2016
Quantity Item Description Rate Amount
1 1850 Gaggle Safety Management for Microsoft - 500.00 500.00
Integration Fee (one time fee)
650 1858-S Gaggle Safety Management for Office 365 5.00 3,250.00
- Student
450 1856-S Gaggle Safety Management for Microsoft 3.50 1,575.00
OneDrive - Students
ServStart 12/1/2016
ServEnd 11/30/2017
Total $5,325.00
www.gaggle.net :
Safe Tools for 21st Century Learning Payments/Credits $0.00
FEIN - 04-3602422
04-360 Balance Due $5,325.00




Richards, Brian
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via Twitter) <notify@twitter.com>

From:
Sent: ednesday, March 15, 2017 1:03 PM
To:
Subject: as sent you a Direct Message on Twitter!
sent you a Direct
Message.
it's a really long story but i got drunk and
1 texted him some things. i'm really
sorry. and 1 know my apology doesn't
really help anything but i am sorry
Settings | Help | Opt-out | Download app
Twitter, Inc. 1355 Market Street, Suite 900 San Francisco, CA 94103
Spam
Not spam

Forget previous vote
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CONTACT US REQUEST A DEMO

(S gaggle R s

Safety Management for Office
3 6 5 Products & Solutions

Gaggle Safety Management
Safe Communication Tools

Enhance your Microsoft environment by applying 24/7 content School & District Websites
analysis and expert review of Office 365 applications, including A’E:;’:,",f’,,;,':?ﬁ,ﬁ"p
Outlook, Excel, OneNote, PowerPoint, Word, OneDrive and Professional Development
Yammer. SUBSCRIBE TO GAGGLE
SPEAKS BLOG

email address

Benefits of Gaggle Safety Management:

Gaggle Safety Management features, including the Gaggle Anti-
Pornography Scanner (APS) and Blocked Words List. Connect with Gaggle

Expert Safety Representatives review content and apply consistent,
district-approved policies to any violations, removing the need for
educators to review questionable communications.

Optional email and OneDrive archiving is available.

Request a Gaggle Safety Management for Office 365 demo today.

How to Safely Adopt Office 365

Use the ideas in this ebook to increase adoption of Office 365 in your school or
district and to help ensure that Microsoft's productivity tools will be safe for
teachers and students.

https://lwww.gaggle.net/overview/safety-management-for-office- 365/ 1/2


https://www.gaggle.net/contact-us/
http://pages.gaggle.net/contact-us/?utm_source=M-Web&utm_campaign=request-demo
https://apps.gaggle.net/gen?_template=/templates/gaggle/html/index.jsp
https://www.gaggle.net/
tel:1-800-288-7750
https://www.gaggle.net/overview/gaggle-safety-management/
http://pages.gaggle.net/safety-management/?utm_source=M-Web&utm_campaign=GSM-O365
http://pages.gaggle.net/office365-ebook/?utm_source=M-Web&utm_campaign=office-365-page
https://www.gaggle.net/overview/
https://www.gaggle.net/overview/gaggle-safety-management/
https://www.gaggle.net/overview/gaggle-safe-communication-tools/
https://www.gaggle.net/overview/school-district-websites/
https://www.gaggle.net/overview/email-archiving-solutions/
https://www.gaggle.net/overview/email-migration/
https://www.gaggle.net/overview/professional-development/
https://www.linkedin.com/company/gaggle-net-inc-?trk=biz-companies-cym
https://www.facebook.com/GaggleK12
https://twitter.com/Gaggle_K12
http://www.youtube.com/user/TheGaggleNet
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When Enterprise Email Isn't Good— or Safe—
Enough for Students

One year into a pilot program to provide students with Office 365 email accounts,
Georgetown ISD found itself struggling to resolve concerns around student
safety. This case study details how the school district overcame its challenge
when it discovered Gaggle Safety Management for Office 365.

SAFETY MANAGEMENT SCHOOL & DISTRICT WEBSITES ARCHIVING & BACKUP EMAIL MIGRATION
PROFESSIONAL DEVELOPMENT ABOUT GAGGLE

1-800-288-7750

CONTACT OUR SALES TEAM
CONTACT CUSTOMER SUPPORT

LIVE CHAT

DEMO GAGGLE

https://lwww.gaggle.net/overview/safety-management-for-office- 365/
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http://pages.gaggle.net/office365-ebook/?utm_source=M-Web&utm_campaign=office-365-page
https://www.gaggle.net/wp-content/uploads/gaggle-georgetown-isd-case-study.pdf
https://www.gaggle.net/
https://www.gaggle.net/overview/gaggle-safety-management/
https://www.gaggle.net/overview/school-district-websites/
https://www.gaggle.net/overview/email-archiving-solutions/
https://www.gaggle.net/overview/email-migration/
https://www.gaggle.net/overview/professional-development/
https://www.gaggle.net/who-we-are/about-us/
https://www.linkedin.com/company/gaggle-net-inc-?trk=biz-companies-cym
https://www.facebook.com/GaggleK12
https://twitter.com/Gaggle_K12
http://www.youtube.com/user/TheGaggleNet
tel:1-800-288-7750
https://www.gaggle.net/contact-us/sales-representative-map/?utm_source=M-Web&utm_campaign=footer-contact-sales-team
https://www.gaggle.net/contact-us/customer-support/
http://pages.gaggle.net/contact-us/?utm_source=M-Web&utm_campaign=request-demo-footer
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CONTACT US REQUEST A DEMO LOGIN

(s gaggle . 1-800-288-7750

PRODUCTS & SOLUTIONS

Gaggle Safety Management

Enhance your learning environment with safety controls for Products & Solutions
. , _ . Gaggle Safety Management
G Suite for Education, Microsoft Office 365 and learning Safe Communication Tools
School & District Websites

management systems. Archiving & Backup

Email Migration
Professional Development

Gaggle ensures the safety of students by combining machine learning
technology with real people who review questionable and suspicious content
in online file storage, inbound and outbound email, attachments, links to
websites and in other tools.

SUBSCRIBE TO GAGGLE
SPEAKS BLOG

email address

Safety Management for G Suite | Safety Management for Office 365 Subseribe

Connect with Gaggle

~~-gle

safely management

HHIC \’CIICl’ IVIaIIaUCIIICIIl H

Improves the safety of students by having a trained team review student
content 24/7.

https://lwww.gaggle.net/overview/gaggle-safety-management/ 1/4


https://www.gaggle.net/contact-us/
http://pages.gaggle.net/contact-us/?utm_source=M-Web&utm_campaign=request-demo
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https://www.gaggle.net/
tel:1-800-288-7750
https://www.gaggle.net/overview/safety-management-for-google-apps/
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https://twitter.com/Gaggle_K12
http://www.youtube.com/user/TheGaggleNet
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Detects issues early, alerting school district officials at any hour if a
threat is imminent, allowing educators and parents to intervene

positively.

Allows administrators and law enforcement to review communications
that could threaten student health, safety or well-being.

Contacts local law enforcement if the situation is dangerous and all
school district contacts are unreachable.

Reports all child pornography incidents and any sexually suggestive
messages related to the potential exploitation of children to the
National Center for Missing & Exploited Children.

Gaggle Safety Management Dashboard

gaggle Safety Management Dashboard
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Contact Terms and Conditions Privacy Policy ©2016 Gaggle. Al rights reserved.

Investigate incidents occurring within your school or district

Sort incidents by severity, school or the tool in which they occurred.

Keep an eye on students to make sure they stay on track.

Access from your mobile device
Gaggle helps schools and districts comply with all U.S. privacy and safety
laws, particularly those involving children. These include the Children’s
Online Privacy Protection Act (COPPA), Children’s Internet Protection Act

(CIPA) and the Family Educational Rights and Privacy Act (FERPA).

https://www.gaggle.net/overview/gaggle-safety-management/
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Real Student Safety Saves Lives

Request a Gaggle Safety Management Demo.

A Recipe for Keeping Students Safe

Cincinnati Public Schools added Gaggle Safety Management for G Suite to apply
additional controls, which help create a safe online learning environment for
students.

SAFETY MANAGEMENT SCHOOL & DISTRICT WEBSITES ARCHIVING & BACKUP EMAIL MIGRATION
PROFESSIONAL DEVELOPMENT ABOUT GAGGLE

1-800-288-7750

CONTACT OUR SALES TEAM
CONTACT CUSTOMER SUPPORT

LIVE CHAT

DEMO GAGGLE
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http://pages.gaggle.net/safety-management/?utm_source=M-Web&utm_campaign=GSM-Widget
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SEE HOW WE KEEP STUDENTS SAFE

Copyright © 1998 - 2017 Gaggle.Net, Inc. All Rights Reserved. || Privacy Policy || Student Data Privacy Notice
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